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What is it? What are the key steps?

A risk is something uncertain – it may 
happen or not, but if it does, it will have an 
effect on your objectives. Risk management 
is any activity taken to identify and then 
control risk. 

Good risk management is fundamental to 
effective business decision making. It will 
minimise the probability of failure from 
hazards and will increase the likelihood of 
success from opportunities.

So, risk and reward are intrinsically linked. 
The best way to fail is never to take any 
risks. 

Too many organisations mistakenly focus 
on the risk that’s been in the news this 
month, instead of being guided by their 
own key processes and strategic objectives.

Instead, you should take a holistic joined-
up approach. 

 Set an overall risk management 
policy, that fits your needs, and 
ensure it’s understood throughout the 
organisation. This should cover who 
is responsible for what, how risk is 
managed in the organisation, and levels 
of risk that can and cannot be taken;

 Establish the overall context. This 
includes your key processes and the 
firm’s objectives as well as the external 
climate – competition, regulation, access 
to capital and skills, political, social 
and environmental factors, and the 
impact of new technology. Remember 
opportunities as well as hazards;

 Identify, analyse and assess risks. 
Whilst detailed technical methods 
can be used  and have their place in 
technical businesses and in financial 
services, most firms use one-to-one and 
group discussions, as well as surveys 
and questionnaires, to explore what 
the most important risks are. Risks 
can be recorded using a  risk register 
which records and scores each risk and 
its severity (impact) and likelihood 
(probability), as well as the actions 
being taken to mitigate it;  

 Decide how to control each risk. 
Every risk should have an ‘owner’ 
who will be responsible for ensuring 
appropriate actions are taken. There are 
four key ways to mitigate or respond to 
risk:
a. Treat – take action to mitigate the 

risk. This could be physical (such 
as safety checks, maintenance, a 
process change, or protection) or 
people focussed (new policies or 
training),

b. Tolerate - ignore the risk, typically 
used for minor risks,

c. Terminate – stop the activity that 
creates the risk,   

d. Transfer – share the risk with a third 
party by insuring it, by outsourcing 
or through contract;

 Monitor and review, each risk 
individually, how risks may interact with 
each other, and your overall approach 
to risk management;

 And finally, communicate and 
report, with your external and internal 
stakeholders. This should use a mixture 
of formal (documented) and informal 
(face to face) methods.

Risk management 
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Key types of risk

Every organisation faces a range of 
risks, depending on its activities, but the 
following ‘top twelve’ covers the major 
areas you should consider:

 Business strategy – risks to your key 
objectives from inside and outside the 
organisation;

 Core processes – many an organisation 
has failed when its core processes 
have failed, so these should be given 
particular attention, and should 
also feature highly in your business 
continuity plan;

 Competition and markets - threats 
from product substitution and 
competition, and marketplace trends. 
We’ve all heard stories of a company 
failing because they didn’t take 
competition seriously. Blockbuster 
Video didn’t see Netflix as a competitor, 
and they failed because of it;

 Products – understanding your major 
clients, your supply chain and key 
relationships;

 Property – and key plant. Ensure you 
have appropriate ‘asset management’ in 
place, and that assets are appropriately 
secured and maintained;

 People – not just occupational health 
and safety, but ensuring that you have 
secured the skills of your ‘key workers’. 
The failure to recruit and retain talented 
and skilled people is a huge risk, 
especially in fast-moving industries;

 Financial - what would happen if your 
biggest client disappeared tomorrow?  
The key risks are often profitability and 
cash flow, but you should also ensure 
you have adequate capital funding, and 
that financial procedures are sound;

 Regulation and governance – ensuring 
you understand and meet all your 
legal obligations, in every territory you 
operate in;

 Technology, systems and data – 
protecting not just your systems and 
hardware, but ensuring you are secured 
against cyber risk and data theft as well. 
Also, keeping up with new technology 
trends, so consumers can access you 
how and where they want to;

 Change management – ensuring 
project risk is properly considered and 
managed from the outset, whether it 
be for a construction, technology or 
business change initiative;

	 Culture – underpins the success of 
most organisations, and is arguably 
the foundation of every organisation’s 
success or failure;

	 Reputation – reputations today move 
at the speed of social media. It takes far 
less time to destroy a reputation than to 
build one. How will you manage the risk 
of losing your good reputation?
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Why is it important to me? Where next?

Business has always involved risk, but 
in recent years, things have reached a 
whole new level. Never has risk been 
so unrelenting, immediate, diverse or 
potentially devastating. Indeed, hardly a 
day goes by without front-page headlines 
about an organisation that has failed to 
manage risk in one area or another. 

And this isn’t just for large businesses 
– according to Bloomberg, 8 out of 10 
entrepreneurs who start businesses fail 
within their first 18 months. Governments, 
public authorities and charities too have 
had their fair share of risk scandals too, 
some never recovering from them. 

Risks change, so do consider them 
systematically and regularly. This doesn’t 
mean just once a year. For fast moving 
projects, you might need to review risks on 
a weekly basis. Also, do check that actions 
you are taking to mitigate risk are effective 
– has the risk changed, and do you need to 
stop what you’re doing and do something 
else instead?

Risk impacts us all, and not taking any risk 
is the biggest risk of all. Therefore, every 
organisation should consider carefully the 
right amount of risk, or risk appetite, to 
take. 

Simple free advice can be found at: 

https://www.ey.com/Publication/vwLUAssets/EY_-_Expecting_more_from_risk_management/$FILE/EY-expecting-more-from-risk-management.pdf
http://broadleaf.com.au/resource-material/a-simple-guide-to-risk-and-its-management/
https://www.koganpage.com/product/practical-enterprise-risk-management-9780749470531
https://www.iso.org/standard/65694.html
https://www.iirsm.org
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