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A growing 
threat

The key to effective security is to have a layered 
approach, combining a number of different tools 
and techniques – if one layer fails then others are 
in place to catch the threat.”

ll organisations, big or small, 
make extensive use of cyber 
and non-cyber data to run 

their business and interact with 
others in the modern and evolving 
commercial environment. While this 
can bring considerable improvement 
in effectiveness and effi ciency in the 
way goods and services are delivered, itt 
inevitably brings associated threats thatt 
can harm a small organisation and even 
endanger its survival. Small businesses 
should not consider data opportunities 
in isolation without identifying the 
potential threats, establishing risk
controls and ensuring employee 
compliance. 

In the UK, the Data Protection Act 
states that “appropriate technical 
and organisational measures shall be 
taken against unauthorised or unlawful 
processing of personal data and against 
accidental loss or destruction of, or
damage to, personal data”. Similar 
legislation applies in other countries.

As the threats from hackers across 
the globe increase, there is no doubt 
that national and international laws will 
evolve and the onus on businesses to 
manage the risks and threats will become
greater. However, organisations should in 
any case follow good practice because it 
makes good business sense.

Ensuring your IT systems are safe and 
secure can be a complex task. It requires 
time, resource and sometimes specialist 
knowledge. If you have personal and 
commercially sensitive data within your 
IT system you need to understand that it 
is likely to be at risk and take appropriate 
management and technical measures to 
secure it. The measures you put in place 
should be appropriate to the needs of 
your particular business. This may change 
as your business evolves and therefore 
needs to be kept under continual review.

The solutions to mitigate your risks 
need not be expensive, they just have 
to work. There are alternatives that 
you can consider depending on your 
circumstances and the maturity of your 
data management arrangements. The 
ISO 27001 route gives you a standard 
to aspire to and, if you wish, permits 
associated third party certifi cation to 
demonstrate the implementation of your 
data management system. This isn’t the 
be-all and end-all, but it does give you a 
framework to work to.

The free to download standard
MSS 1000 (httpp://bit.ly/y 1J9te4Q) has a 

everything reasonably practicable to 
reduce it to an acceptable level.

The following are basic measures that
you can put in place to prevent security 
breaches or limit the damage if they do
occur.

● Step A: Assess the risk to your 
business. Before you can establish 
what level of security is right for your 
organisation, you will need to review 
the personal data you hold and assess 
the associated risks. You should 
consider all processes involved as 
you collect, store, use and dispose of 
personal data. 

● Step B: Document your policies and 
procedures to clearly state how you 
will manage data security and cyber 
risks. Defi ning your policies in written 
procedures provides clear direction 
and guidance to your staff and allows 
you to perform regular checks that 
they are being followed. It also 
provides a baseline for continual 
review to initiate improvement. In 
addition it will help facilitate third 
party certifi cation if you decide to 
adopt it.

● Step C: Consider how valuable, 
sensitive or confi dential the 
information is and what damage 
or distress could be caused to 
individuals if there was a security
breach. This enables your decisions
and management controls to be risk 
informed and ensure that you are 
prioritising what is most critical and 
important to customers and other 
stakeholders such as investors and 
insurers.

● Step D: With a clear view of the 
risks, you can begin to choose 
the security measures that are 
appropriate for your needs. The
aim is to create physical and/or 
administrative controls to reduce
the identifi ed risk to an acceptable 
level. You need to ensure that
the likelihood and severity of any 
undesired event is minimised, but 
also that contingency plans are
effective if it does happen. Effective 
management of crises critically 
depends on having well thought out 
arrangements – tested and ready
– covering not only the technical
matters, but communicating 
effectively and effi ciently with 
customers and the media so that 
you appear professional and in full 
control of the situation.

Cyber crime is an increasing threat to organisations. 
We look at cyber risk trends and emerging perils and 
explain how they can be mitigated.

section dedicated to managing data and 
has other sections covering the general 
management of business risks.

Another alternative is the UK
Government developed Cyber Essentials 
Certifi cation Scheme (http://bit.
ly/1P0FZRb), which is a great start for 
smaller businesses and is designed to 
enable organisations to better understand
the risks they face and what needs to be 
done to mitigate and manage them.

Why focus on data and cyber risk?
To begin with, breaches of data 

protection legislation could lead to 
your business incurring a fi ne – up to 
£500,000 in serious cases. For many, 
however, particularly larger and more 
well known businesses, the reputational 
damage could be much worse – not only 
can you be negatively impacted by a 
loss of data or a system attack, but also
by being unable to demonstrate that 
you have arrangements in place that 
meet best practice. 

Risk cannot be totally eliminated 
but it is critically important to be able 
to demonstrate that you have done 
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much easier to remove it than try to keep
it up to date.

Make sure you have changed any
default passwords used by software or
hardware – these are well known by
attackers.

Secure your data on the move: You 
need to ensure that an equivalent level
of security is applied to personal data on
devices being used away from the offi ce as
well as within it. Many data breaches arise
from the theft or loss of a data device (for
example a laptop, mobile phone or USB
drive) but you should also consider the
security surrounding data you might send 
by email or post. You can take steps to 

MAINTENANCE
Make sure that security software is switched on and is  
monitoring all of your systems. Keep your software up 
to date by checking regularly for updates and applying 

them. Most software can be set to update automatically.
If your system is a few years old, you should review the 

protection you have in place to make sure that it is still adequate. 
You should also keep your knowledge of threats up to date by 
reading security bulletins or newsletters from organisations 
relevant to your business.

You should also let your staff know about possible threats to 
your organisation. This could include alerting employees to the 
risks involved in posting information relating to your business 
activities on social networks or ensuring they know how to 
recognise phishing emails.

Keep an eye out for problems. Cyber criminals or malware can 
attack your systems and go unnoticed for a long time. Many people 
only fi nd out they have been attacked when it is too late even 
though the warning signs were there.

originate from within your organisation as 
well as outside of it.

Access controls: Restrict access to your 
system to users and sources you trust. Each 
user must have their own username and 
password. A brute force password attack is 
a common method of attack, perhaps even 
by casual users trying to access your Wi-Fi, 
so you need to enforce strong passwords, 
limit the number of failed login attempts and 
put into effect regular password changes. 
Consider two-stage authentication or even 
biometric logins. Passwords or other access 
should be cancelled immediately if a staff 
member leaves the organisation or is absent 
for long periods.

Employee awareness and training:
Employees at all levels need to be aware 
of their roles and responsibilities and made 
accountable. Train your staff to recognise
threats such as phishing emails and other 
malware and to take appropriate action.

Segmentation: You can prevent or limit 
the severity of data breaches by separating 
and limiting access between your network 
components. For example, your web server
should be separate from your main fi le 
server. This means that if your website is 
compromised, the attacker will not have 
direct access to your central data store.

Documented management system: A
formal documented management system, 

ENCRYPTION
Encryption is a means of ensuring that data can only 
be accessed by authorised users. Typically, a key 
(password) is required to ‘unlock’ the data. Full disk 

encryption means that the all data on the computer is encrypted. 
File encryption means that individual fi les are encrypted.

Your encryption key (password) should be a mix of upper and 
lowercase, numbers and special characters (for example #, & and 
!) and kept secret. Loss of the encryption key will prevent access 
to the data. Some software offers password protection to stop 
people making changes to the data but this may not stop a thief 
reading the data. Make sure you know exactly what protection you 
are applying to your data.

Some mobile devices support a remote disable or wipe 
facility. This allows you to send a signal to a lost or stolen device to 
locate it and, if necessary, securely delete all data. Your devices 
will need to be pre-registered with a service like this. Only transfer 
personal data to mobile devices if you actually need it and remove 
it when you have fi nished.

BEBEBE ALEALEALERTRTRT
Regularlyy check your ur secsecsecurity software messages, 
accceess control logs aandnd othhhot ererer reprere orting systems you 
hahave in placacee.

MakM e ssure you u can see what software e oror serers vicvicvicvi es ee are running 
on yououur netwwork annd able too ididentify anyththy inging abba nornormalmalalma soss  that you 
take aapppprp oprriate aaction.

Runnn rer gulular a vululnerability sscannss and penetration on testesste ts ts t tooto scascascasc n
your systememms foor kr nowown vulnneraabilities – mmakeake sure youyou adda dredreredress ssss
any vulnerabbbiliiliil ties is denentifiedd..

MANAGEMENT SYSTEMS
Take the time to review what personal data you currently 
have and the means of protection you have in place. 
Make sure you are compliant with any industry guidance, 

legal requirements or contractual obligations. Document the 
controls you have in place and identify where you need to make 
improvements.

Once any improvements are in place, continue to monitor 
the controls compliance and that they are effective, and make 
adjustments where necessary. Consider the risks for each 
type of personal and commercially sensitive data you hold and 
how you would manage a data breach. Creating a schedule 
of data types and requirements helps keep track of this. Your 
management system should cover personnel competence and have 
training materials so that everyone knows their data protection 
responsibilities.

Be prepared to get a security expert to review your systems 
– see this as an investment not a cost – if you supply to a large 
organisation they may provide free assistance. And don’t forget 
about backups of your data. Backups should be made regularly, 
kept secure in an appropriate location and properly deleted when 
no longer required.

DATA ARCHIVES
Decide if you still need the data. If you do, is it stored in 
the right place? If you have data you need to keep but do 
not need to access regularly, move it to a more secure 

archive. This will help prevent unauthorised access.
If the data is no longer needed, you should delete it otherwise 

you are incurring an unnecessary risk and possibly infringing 
legal or contractual requirements. This should be in line with your 
data retention and disposal policies as well as any contractual 
obligaions you may have. You might need specialist software or 
assistance to do this securely and use certifi ed destruction only.

SECURITY AUDIT
Ask for a security audit of the systems containing your 
data. This may help to identify any vulnerabilities which 
can then be addressed. Review copies of the security 

assessments of your IT providers and if appropriate, visit the 
premises of your IT provider to make sure they are as you would 
expect.

Check the contracts you have in place. They must be in 
writing and must require your contractor to act only on your 
instructions and comply with certain obligations of the Data 
Protection Act.

Don’t overlook asset disposal – if you use a contractor 
to erase data and dispose of or recycle your IT equipment, 
make sure they do it adequately. You may be held responsible 
if personal data gathered by you is extracted from your old 
IT equipment when it is resold.  Maintain a list of approved 
critical suppliers with appropriate evidence demonstrating their 
competence and integrity.

 ● Step E: Begin putting the measures 
in place. The risks will not reduce 
until you implement the risk control 
arrangements and your staff 
understand them and fully comply. You 
also need to continually monitor what 
you have implemented to ensure it is 
effective and remains so as situations 
change. 

Data security and cyber risk mitigation 
measures
There is no single product that will 
provide a 100% guarantee of security 
for your business. The key to effective 
security is to have a layered approach, 
combining a number of different tools and
techniques. If one layer fails, then others 
are in place to catch the threat.

Physical security: equipment
containing personal data could be stolen
or damaged in a break-in. You should
ensure that personal and commercially
sensitive data on your systems is protected
against these threats. Your computer 
servers should ideally be in a separate
dedicated room with added protection.
Back-up devices should not be left 
unattended and should be locked away
when not in use. They should be located 
so that they are unlikely to be impacted by
the same damaging events, for example a 
fi re, a fl ood, adverse weather, a burglary 
or malevolent action by an employee.

Anti-malware protection
Malware is short for malicious software 
and is any software used to disrupt 
computer operation, gather sensitive 
information, or gain access to private 
computer systems. It does not include 
software that causes unintentional 
harm due to a defi ciency. Malware is an
umbrella term used to refer to a variety 
of forms of hostile or intrusive software, 
including computer viruses, worms, trojan 
horses, ransomware, spyware, adware, 
scareware, and other malicious programs. 
You should have anti-malware products 
regularly scanning your network to 
prevent or detect threats and make sure 
they are kept up to date. You should not 
allow any unauthorised software or data 
to be uploaded to your systems without 
the approval and control of competent 
persons.

Intrusion defence: You need to be able
to prevent breaches happening before 
they penetrate deep into your network,
for example by using a well confi gured 
fi rewall and consider installing Intruder 
detection software to alert you to threats 
and attacks. The sooner you know you 
have an attack the quicker you can 
respond to the situation. Intrusion may

including policies and procedures, will 
enable you to make sure you address 
the risks in a consistent manner and 
clearly communicate to your employees 
what is expected of them. Well-written 
documents should integrate well with your 
business processes. Compliance with the 
management system and its effectiveness 
should be continually monitored, reviewed 
and, if necessary, amended to ensure that
it remains fi t for purpose.

Device hardening: Remove unused
software and services from your devices. 
Older versions of some widespread
software have well documented security
vulnerabilities. If you don’t use it, then it is 

reduce the effects of the theft by ensuring 
that personal data is either not on the 
device in the fi rst place or that it has been 
appropriately secured so that it cannot be 
accessed.

Keep your systems up to date: 
Computer equipment and software 
needs regular maintenance to keep it 
running smoothly and to fi x any security
vulnerabilities. Security software such 
as anti-malware needs regular updates
in order to continue to provide adequate 
protection against evolving threats.

Do you know what you should be 
doing? Some organisations do not have 
adequate levels of protection because they
are not correctly using the security they
already have, and are not always able to 
spot when there is a problem. You need
to make sure that all your employees are
aware of their roles and responsibilities
and that they are clear about when action
should be taken. You should also determine 
what actions should be taken if you 
suffer a data breach, cover them in your 
management system and test them before
the event so that you know they will work.

Reduce the amount of personal data 
you hold: The UK Data Protection Act says
that personal data should be accurate, 
up to date and kept for no longer than
is necessary. Over time, you may have 
collected large amounts of personal data. 
Some of this data may be out of date and
inaccurate or no longer useful.

Carefully monitor contractors, 
outsourcing and procurement: Many 
small businesses outsource some or all 
of their IT requirements to a third party.
You also purchase hardware, software
and other products and services that may
affect your data security. You should be 
satisfi ed that they are treating your data
with at least the same level of security as
you would and that anything imported 
into your systems is of an appropriate
quality and fi t for your purpose. 

More information
● UK Government developed Cyber 

Essentials Certifi cation Scheme.
● MSS 1000:2014 Management System 

Specifi cation (Chartered Quality 
Institute, see Insight April 2016). 

● ISO/IEC 27001:2013 – Information 
technology – Security techniques – 
Information security management 
systems – Requirements. 

● Industry sector trade bodies.
● Relevant national professional bodies.
● National government agencies 

responsible for data security.

Download this Practical Guide at 
www.iirsm.org/info-hub
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